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Imost daily we are asked, or
required, to fill out forms
with personal information —
credit applications, question-

naires, service contracts,

insurance forms, medical
treatment forms, driver’s license
applications, and the list goes on.
All of this information is collected
into databases. Once in the data-
base, the information is studied
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and manipulated. Public policy
and tactical business decisions
often rely upon trends uncovered
by statistical analysis of these data.
Personal information is also used
to make crucial decisions about
individuals — who will get a job,
mortgage, or credit card. However,
when information in a databasc is
personal — or “nonstatistical”
(can be connceted to an individ-
ual), the potential for its misuse
can be staggering,.

As a society, we have deter-
mined that certain private informa-
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the right under U.S. law to require
people applying for credit to
inform the agency of their race and
marital status [1]. If, however, the
agency has. done studies that indi-
cate that single people, for exam-
ple, arc more likely to default on
interest payments than married
people, it has an interest in some-
how obtaining this information. It
turas out that obtaining this type of
data is very easy, as marriage
licenses arc public records, and as
such, are accessible through on-
line information services like Lex-
is-Nexis. If the credit agency direc-
tors really think that it is in the
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sonal information frecly available
o any who care to go searching for
it, hut often security measures that
are put in place to protect sensitive
data are incflective — either inher-
ently (hackers can casily crack the
codes), or simply becausc autho-
rized users of the data illegally pass
it on to outsiders. This lack of sceu-
rity surrounding private informa-
tion has lately been the subject of
aumerous headlines. For instance, a
United States Naval officer recently
-initiated legal action against the
Navy for dismissing him when they
found out that he was gay [2]. Hav-
ing abided by the military’s “don’t
ask, don’t tell” policy, officer Timo-
thy R. McVeigh claimed that he had
been wrongfully dismissed, as he
had not told anyone in the Navy
about his sexual orientation.
McVeigh soon discovered that prior
to dismissing him, the Navy had
acquired information on McVeigh's
sexual orientation under false pre-
tenses from McVeigh's on-line ser-
vice supplier, America On-Line
(AOL). According 1o Title IT of the
1986 LClectronic Cominunications
Privacy Act {3], it is illegal for on-
linc services to disclose personal
information without a warant.
Controversy has surrounded
numerous other databases as well.
After cases such as the O.J. Simp-
son murder trial, almost everyone
knows about the use of DNA tosts
by law enforcement agencies to tie
suspeets o crime scenes. DNA
sequences (rom a diverse variety of
tissuc samples can be analyzed und
matched (to within a calculated
uncertainty) to corresponding DNA
sequences from other samples.
Large DNA databases are required
to support sample matching and

statistical analyses. In order to facil-
itate the malching process, some
states routinely collect DNA samn-
ples from convicted felons.

Other government - agencies
have expressed interest in harness-
ing DNA data for their own use.
Currently, the Department of
Defense (DoD) proposes building
a mammoth DNA database com-
prised of DNA records from all
current and former military and
reserve soldiers. The motivation
for this database, DoD claims, is to
be able to identify recovered bod-
jes of servicemen. According to
Banisar in his article, “Big Brother
is watching,” howcver, “two sol-
diers have filed suit to prevent the
collection of their genetic informa-
tion arguing that it is an invasion of
privacy and that there are no
restrictions on how the DNA can
be used™ [4]. Tt is understandable
that soldiers worry about their
genetic maps resting in files that
are accessible by countless people
unknown lo them. After all, a per-
son’s DNA represents a compre-
hensive blueprint of his or her
physical being, It can be argued
that criminals cede some of their
rights to privacy when they com-
mit acts that break the law. Thus,
coerced collection of their genetic
information is acceptable to most
people. The collection of DNA
samples from military personnel,
however, constitutes an invasion of
privacy that is unacceptable (o
some. The possibilities for the mis-
use of such a DNA database out-
weigh its potential benefits for the
soldiers filing suit.

Perhaps one reason that the col-
lection of DNA or other biometric
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data is so unnerving is that often
just about anyone can buy access
to equally personal information,
despitc assurances that these data
are protected. On the Internet,
many companies flourish selling
their abifity to access (legally or,
sometimes, illegally) databases
filled with personal data. These
companies, called ‘information
brokers,’ can uncover almost any
kind of information aboat a person
or business entity for a price. For
example, a person’s bank balance
can be provided for $190, his or
her salary for $75, credit card
number for $450. or medical histo-
ry for $400 |5|. Jason Rowe, a pri-
vate investigator quoted in a New
York Times article on “High-tech
sleuths,” claims that “everything
you want to know is for sale. It's a
question of how much risk you
want to take and what your person-
al morals are” [6].

Often privacy is also intruded
upon dircetly, via tapping of tele-
phone lines or monitoring of cel-
lular telephone conversations
transmitted via satellite on radio
waves. One very publicized case
illustrating the lack of security in
carly cellular phone communica-
tions involves Great Britain’s
Prince Charles. All over the
world, very embarrassing cellular
phone conversations between
Prince Charles and Camilla Park-
er Bowles werc made public,
‘much to the chagrin of thc Royal
Tamily. The privacy of data trans-
mitted over telephone or electric
wires, fiber oplic cables, or via
satellite is also vulnerable. Clear-
ly, there is a need to protect the
data transmitted in financial trans-
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actions such as the personal iden-
tification numbers (PINs) used by
millions of people to extract cash
at automatic teller machines, or
any sort of code that provides
access to bank accounts or credit
lines. Especially now that busi-
ness transactions are being per-
formed over the ‘lawless’ [nternet,
it is crucial that dependable secu-
rity be provided {or these impor-
tant data transmissions.

PROTECTING PRIVACY IN
THE CYBER ERA

Measures providing privacy
protection to cilizens have been,
and arc currently being, imple-
mented at various levels in our
society. In the U.S. political arena,
all three branches of government,
executive, legislative, and judicial,
have played a part in defining the
role of privacy in American soci-
cty. Industry and concerned private
citizens have also helped to shape
privacy issues by initiating public
debate and by devcloping solations
for securing private communica-
tions and data. Often the ditfercnt
stakeholders have found them-
selves al odds with one another
over the issucs: To what extent is
the prolection of an individual’s or
a business’ privacy more important
than sccuring = potential law
cnforcement or national security
interests? What arc, cxactly, a pet-
son’s legal rights to privacy?

From our beginnings as a
nation, the protection of privacy,
mainly in the form of private prop-
erty and speech, has been an

important goal of our laws. First
and loremost of these laws are the
First, Fourth, and Fifth Amend-
ments of the U.S. Constitution,
which pertain to the rights of
American people to be protected
from certain invasions of their pri-
vacy. The First Amendment pro-
tects our free speech, {rec press,
and free assembly; The Fourth
Amendment scts limits for legally
sanctioned scarches of private
homes and personal effects; and
under the Fifth Amendment, “[njo
person, . . shall be compelled in
any criminal case to be a witness
against himself” (U.S. Constitu-
tion, Amend. V, quoted in [7]). In
addition to the broad, sweeping
protections afforded by the Consti-
tution, numerous other laws have
been enacted in order to further
define the boundaries of personal
privacy. It should be noted that
protecting privacy in the scnse that
privacy is a “slate or condition of
limited access to a person”|8] is
certainly not explicitly delincated
in the Constitution. Tt is widely
acknowledged that Warren and
Brandeis’ articlc on privacy, writ-
ten in 1890 [9], brought the issue
of privacy into public awareness. Tt
is therefore somewhat astonishing
that the Constitution, written
before privacy really became an
issue, can be used today in its
defense (a good exposition on the
extraction of privacy protection
from the Constitution via U.S. case
law can be found in the concurring
opinion in Griswold, et al. v. Con-
necticut, 381 U.S. 479 (1965),
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government databanks. Whereas
some of the legislation covering
government data collection applies
generally to all agencies, other pri-
vacy laws specifically regulate par-
ticular agencies,

According to the authors of the
report on the status of privacy in
America’s government agencics
(“the databasc study”), Private
Lives and Public Policies |10], the
most important government-wide
privacy legislation includes: the
Privacy Act of 1974 (5 U.S.C.S.
5524); the Freedom of Information
Act of 1966 (5 U.S.C.S. 552); and
the Computer Matching and Priva-
¢y Protection Act of 1988 (5
U.S.C.S. 552a).

¢ Privacy Act: The general pro-
visions of this Act require that fed-
eral agencics 1) grant individuals
access to their identifiable records
that are inaintained by the agency;
2) ensurc that existing information
is accurate and timely and limit the
collection of unnecessary informa-
tion; and 3) limit the disclosure of
identifiable information to third
parties, Civil and criminal penal-
ties are delineated for failure to
abide by the provisions outlined in
the Act. One of the shortcomings
of this Act, according to the
authors of the databasc study, is
that it does not protect stafistical
records from improper disclosure
for non-rescarch purposes [10].

¢ Freedom of Information Act:
This law, like the Privacy Act, also
“regulates the disclosure of
research and statistical records”
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110]. More specifically, the Act
“permits public access to records
maintained by federal agencies
unless the request tor access falls
within onc of nine specific exemp-
tions” [10}. By setting down rules
for allowing public access to the
databanks compiled using govern-
ment resources, Lhe individual's
right to keep his or her personal
information private is balanced
against society’s right to use the
compiled information. In general,
an attempt is made in these laws to
restrict public access to individually
identifiable information on the onc
hand, while allowing some access
to statistical data on the other.

¢ Computer Matching and
Privacy Protection Act : This act
“regulates the use of computer
matching of federal records sub-
ject to the Privacy Act”, According
to the authors of the database
study, however, “[im]atches per-
formed for statistical purposes are
specifically excluded [rom the
coverage of the act” [10].

The laws outlined above apply
to all federal agencies. Often, how-
ever, agencics dealing with partic-
ularly sensitive data are regulated
by legislation that is specific to
their operation. The records main-
tained by the Bureau of the Cen-
sus, for example, are stringently
regulated under Title (3 of the
United States Code (U.S.C.).
Under this legislation, it is very
difficult for anyone who is not a
Census Burean employee (and
thus sworn (o uphold the contiden-
tiality provisions of Title 13) to
gain access to individually identifi-
able Census data — even if these
data are to be used only in statisti-
cal analyses. Similar restrictions
are contained in Public Law 100-
207, the Augustus F. Hawkins-
Robert T. Stafford Clementary and
Secondary School Improvement
Amendment of the General Educa-
tion Provision Act (GEPA), gov-
crning the data collected by the
National Center for Education Sta-

tistics (NCES).

In general, the authors of the
database study found that the cur-
rent mishmash of privacy protec-
tion laws in the U.S. is not ade-
quate. In their words, the “[cJurrent
legislation impedes the constructive
exchange of data for statistical and
research purposes while failing to
provide adequate protection of the
confidentiality of statistical and
rescarch records™ [11]. PFurther-
more, the authors specified two
major inadequacies in the current
legislation in the U.S. First, many
agencies are not covered by confi-
dentiality legislation that is tailored
exclusively for protecting its data,
Thus, these agencies must rely sole-
ly on the (inadequate) Privacy Act
to protect an individual’s identifi-
able information. Second, the
extent to which various statistical
agencies are covered by legislated
confidentiality protection is ex-
wremely inconsistent. Therefore, the
treatment of similar types of data
varics from agency to agency, ire-
spective of the data’s sensitivity.

In addition to laws governing
the disposition of data collected
by government agencies, legisla-
tion has been proposed, and some-
times passed, that protects privacy
in other ways. The Electronic
Communications Privacy Act of
1986 (P.L. 99-508) |3], for exam-
ple, as outlined in its abstract,
“lalmends the Federal criminal
code to extend the prohibition
against the unauthorized intercep-
tion of communications to speci-
fied types of clectronic communi-
cations. Prohibits unauthorized
access to an clectronic communi-
cations system in order to obtain
or alter information containcd in
such system. Prohibits the instal-
lation or usc of a pen register or
tracking device without a court
order” (P.L. 99-508 abstract)[3].
Because the Navy violated the
provisions of this Act when it
queried AOL about the sexual ori-
entation of Chief Petty Officer
Timothy R, McVeigh (information
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that the Navy then used as the
basis for dismissing him),
McVeigh was able to successfully
fight his dismissal in court [2].

There are numerous bills still
pending in Congress that concern
privacy protection. Some of these
include:

¢ Individual Privacy Protec-
tion Act of 1995 (H.R. 184) [12].
This bill, introduced in the 104th
congress by Rep. Collins of Tllinois,
was intended to “amend the privacy
provisions of Title 5, United States
Code, (o improve protection of indi-
vidual information and to reestab-
lish a permanent Privacy Protection
Commission as an independent
entity in the Federal Government”
(Text, as introduced in the House)
[13). The main purpose of this bill
is to establish a commission whose
specific  assignment includes:
studying databanks (both in the
government and private sectors) in
order to assess the confidentiality of
private information kept therein;
making recommendations to Con-
gress and the President on the basis
of these investigations; developing
guidclines for the implementation
of confidentiality legislation; inves-
tigating compliance with this legis-
lation; reviewing Federal law, Exec-
utive orders, regulations, (_lireclions,

and judicial decisions for consisten- .

cy with regard to privacy rights; and
finally, to commenting upon how
proposed laws might affect privacy

rights. It seems likely that this type

of commission could perhaps have
a positive influence on standardiz-
ing the confidentiality requirements
protecting individual information in
databases. Unfortunately, this bill
has not been passed into faw.

¢ Encrypted Communications
Privacy Act of 1997 (S. 376) [11].
This bill was introduced during the
05th Congress by Sen. Leahy of
Vermont on February 27, 1997, To
privacy advocates, the most impor-
tant of this hill’s provisions are: 1)
its affirmation that U.S. citizens
are free to use any type of encryp-



tion in order to protect their per-
sonal data or communications,
regardless of the encryption algo-
rithm, key length, or implementa-
tion chosen, and 2) its prohibition
against the government’s requiring
that as a condition of sale, an
encryption key be held in cscrow
by a third party. Currently there is
a great deal of heated debate
between privacy advocates and
certain law enforcement/national
security factions over the issues of
mandatory ‘key escrow’ encryp-
tion systems and the regulation of
the exportation of encryption
devices. There are presently, in
fact, several bills being debated in
Congress concerning these issues.
As these bills, by and large, are
predominantly regulatory — te.,
they are written in order o Jimit
the use of cncryption devices, as
opposed to stressing an individ-
ual's right to use them, these bills
will be discussed in a later section,
In any casc, due (o the persuasive-
ness of the arguments of the law
enforcement/national security fac-
tion (embodied by Louis B. Freeh,
the dircctor of the Federal Burcau
of Investigation (FBI)), this bill is
“dead in the water,” according to
reporter Ashley Dunn of The New
York Times [13].

¢+ Communications Privacy
and Consumer Empowerment
Act (H.R. 1964) {14]. Introduced
June 19, 1997, by Representative
Markey in the 105th Congress, the
goal of this bill s to “protect con-
SUMEr privacy, empowcr parents,
enhance the telecommunications
infrastructure for elficicnt elec-
tronic commerce, and safeguard
data sccurity” (text, H.R. 1964)
[14]. The main privacy protcction
provisions contained in this pro-
posed legislation include:

1) The requirement that the Fed-
eral Trade Commission (FTC)
commence a procceding to; 1)
“determine the methods by which
consumers may be enabled to have
knowledge that consumer informa-

tion is being collected about them,
used without authotization, or sold
through their utilization of
telecommunications services and
to cxercise control over, and stop
unauthorized use of, personal
information;” and 2) “propose
changes in FIC regulations and
recommend legislative changes to
correet defects in privacy rights
and remedies of parents and con-
sumers generally” (text - summary,
H.R. 1964) and

ii) A prohibition barring the
Federal Government or State gov-
ernments from: “(1) restricting or
regulating the sale in interstate
commerce of encryption or other
products for improvement of data
security; (2) conditioning the
issuance of certificates of authenti-
cation or authority upon any
escrowing or sharing of private
cncryption keys; or (3) cstablish-
ing a licensing or other regulatory
scheme that requires key escrow as
a condition of regulatory approval”
(text - summary, H.R. 1964) [14].
Once again, it is unlikely that this
bill wilf ever be passed into law,

Not only arc the national securi-
ly faction’s arguments in favor of
key escrow and regulating the salc
of encryption devices likely 1o stall
the passage of this bill, but a recent
industry initiative concerning pro-
tecting the privacy of consumer
information will very likely fore-
stall any legislative action on the
collection of consumer informa-
tion issue. There arc currently
more than 80 bills that have been
introduced in Congress similarly
aimed at regulating the collection
of, and the public’s access to, per-
sonal data [15].

In 1996, Lexis-Nexis launched
a controversial new service called
“P-Trak”, in which Social Sceurity
numbers and dates of birth were
made available 1o the general pub-
lic over the Internet. The appcar-
ance of Lhis service spawned an
uproar not only in privacy advoca-
cy groups, but in the general public
as well (and thus in political cir-

cles). In December 1997, in a
move calculated to stem the result-
ing public outery and to head off
the passage into law of proposed
restrictive legislation, fourteen
information service companies
including Lexis-Nexis, together
controlling 90% of the on-line traf-
fic in personal information, volun-
tarily agreed to limit the public’s
access to persenal information.
Although cach of these companics
agreed to limit the public’s access
to Lthe databanks of personal infor-
mation it maintains, complete
access will still be granted to law
enforcement agencies, banks, law
firms, and other businesses. The
“look-up” service companies will,
however, bear the responsibility of
determining whether or not poten-
tial clients have legitimate claims
on their services. Another aspect of
the agrecmicnt is that the data
access limitations do not apply to
information that is on public
record. This type of data includes
all information that is found in
court documents and in marriage
and divorce papers. Individuals
are, however, given a chance to opt
out of being a part of the compa-
nics’ (publicly accessible) data-
banks in this agreement. 1f a per-
son so desires, he or she must
contact each of the companies and
request that his or her information
be removed. Finally, if one of the
fourteen companies defics any of
the terms of the pledge, it becomes
vulnerable to prosccution by the
states for engaging in deceptive
practices. In alphabetical order, the
fourtecen companies signing the
agreement are: Acxiom Corp.,
CDB Infotek, DCS Information
Systems, Dalabase Technologics
Inc., Equifax Credit Information
Services Inc., Experian, First Data
Solutions Inc., Information Ameri-
ca Inc,, IRSC Inc., lexis-Nexis,
Metromail Corp., National Fraud
Center, Online Professional Elec-
tronic Network, and Trans Union
Corp [15].

Although the FTC endorses the
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agreement, as does the Clinton
Administration, which has stated
that it would prefer not to resort to
generating new laws and regula-
tions to protect privacy in the Inter-
net era [ 16], many civil libertarians
fear that the agreement does not go
far enough in protecting privacy
rights. Onc of the concerns of the
privacy groups is that under the
terms of the pact, average citizens
will not gain any new access to
their own personal records so that
they might check them for accura-
cy, nor can they find out what, or to
whom, information about them-
selves is being sold. Another con-
cern is that no remedies arc offered
to people who feel that they have
been harmed Dy the companies’
dissemination of their petsonal
information. In Europe, relatively
strong privacy legislation based on
the European Data Protection
Directive [ 17] is starting to go into
effect. The European Data Protec-
tion Directive was implemented by
Member States and specifically
addresses many of the concerns
raised by privacy groups, such as
the data subject’s access to the data
and their rights regarding the dis-
position of their personal informa-
tion, 1t looks as though this Euro-
pean privacy legislation might just
be the coherent comprehensive
system of privacy protection advo-
cated by the National Research
Council database study.

Despite the need for laws, regu-
lations, executive orders, and
industry pacts to help society
define what is and what is not to be
kept private and to determine
guidelines for protecting this pri-
vate information, arguably the best
way to ensure that conversations or
data transmissions stay private is
by shrouding them with the dark
cloak of encryption. Databascs
filled with private, “individually
identifiablc™ information similarly
can be protected by encryption
technology in the form of con-
wolled access schemes — i.e.,
requiring the usc of passwords in

order to enter databanks and vary-
ing levels of authorization,
enforced by technological means,
in arder to gain access to restricted
information within the database.

TECHNOLOGICAL PRIVACY
PROTECTION

People often have a great stake
in kecping their conversations or
personal data secret. In this age of
staggering technological advances,
however, a common perception is
that it is getting harder and harder
to protect onc’s privacy intercsts.
Although the recent monumental
increases in computing speed and
memory capabilitics

the information on to the French
and British after Poland fell (o the
Germans in [939),

So, how does cneryption work?
Basically, in order to encode text,
or a cellular phone communication,
the words must first be converted to
numbers so that later they can be
mathematically manipulated. Tf a
computer is being used to encrypt
the message, the; words are convert-
ed into binary numbers (bits). The
simplest cryptographic system is
the “Shift Cipher.” In this system,
the letters of the original message
are simply shifled to ather letiers a
few spuces over in the alphabet.
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kept sccure, Some of the most
advanced cryptographic systems
require a multitude of complicated
calculations in order to turn “plain-
tlext” (or comprehensible conversa-
tion, data) into “cyphertext” (or
euncrypted conversation, data), For
today’s computers, however, those
calculations can be done in frac-
tions of a second.

Encryption has been used for
centuries to secure communica-
tions against capture by an enemy.
Julius Caesar exploited a (rather
simple, by today’s standards)
encryption algorithm to keep his
military dispatches safe. The Ger-
mans uscd an encryption machinc
called “Enigima” to encode and lat-
er decode their secret messages
during World War II {18]. Unbe-
knownst to them, however, Bnig-
ma had been “cracked” by Polish
mathematicians (who later passed
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The problem with the shift
cipher is that if Eve (a spy) were to
capture the ciphertext as it makes
its way from Alice (the sender) to
Bab (the receiver), and if she
knew that the message had been
encoded using this particular
cipher, she would only have to try,
at the most, 25 different keys
hefore finding the correct one to
decipher the message (on average,
it would take her only 26/2 = 13
tries). This encryption system is
thus satd to be “insecure”. Even if
Eve did not know what type of
encryption system had been used
by Alice, there are numerous
ricks she could use (o crack the
code, based upon statistical prop-
crties of the Englis‘h language
{e.g., the letter “e” is the most
commonly used letter, lollowed by
“t, 4, 0, I, n, 8, h, and r) [19]. The
“substitution cipher,” in which a



key is made up so that the normal,
plaintext alphabet corresponds to
a ciphertext alphabet of randomly
placed letters (although each letter
is only used once) is quitc a bit
more secure than the shift cipher
as it has 26! (= 4.03 x 10™) keys.
The sobstitution cipher, however,
still suffers from the same weak-
ness (o decryption via statistical
methods as the shift cipher.

There are many more increas-
ingly complicated eneryption sys-
tems based upon the same general
format as the shift and substitution
ciphers, in which plaintext is con-
veried to ciphertext based upon
some mathematical manipulations

(NIST)) every live years. DES uses
a key with a length of 56 bits in a
very complicated algorithm that
encrypts plaintext in 64 bit units
(bitstrings) into ciphertext that is
also a bitstring of iength 64. In this
system, the size of the key doter-
mincs how big the “keyspace”™ is
-— or, in other words, how many
tries it would take to break the
code if every possible key were
tried successively. Thus, for a key
of length 56, the keyspace is
2%(= 7.2 x 10"%). Although this
cryplosystem is not susceptible to
cryptanalysis using statistical lan-
guage methods, many think chat
DES’s keyspace is too small for
providing “rcusonable”

security, as 4 power-
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involving a key that both the sender
and receiver of the information
know. In the best systems, even if
Eve knows what algorithm was
used to convert the plaintext into
ciphertext, unless she has the key, it
is impossible, or nearly so, for her
to decrypt the message. One of the
best of these “sceret key” cryp-
tosystems is the Data Encryption
Standard (DES), developed by
IBM rescarchers and [irst pub-
lished in the Federal Register in
1975. DES was adopted as the
standard system for encrypting
“unclassified” daw in 1977, and is
reviewed by the National Bureau of
Standards (now the National Insti-
tute of Standards and Technology

Administration (NSA) developed
an algorithm called “skipjack”,
that the Clinton Administration
wished to make the new Federal
cncryption standard. This cryp-
tosystem uses an 80 bit secret key
1o encrypt 64-bit input “plaintext”
blocks into 64-bit output “cipher-
text” blocks. Presently, the skip-
jack algorithm is classified, so crit-
ics are not satisfied that the code is
free from “trapdoors” — or other
weaknesses. In any case, accord-
ing to the cxperts who were
allowed to examine the algorithm,
the skipjack cryptosystem is not
vulnerable 1o any but “brute
force”, “exhaustive scarch” attacks
[201. As the key used in skipjack is
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80 bits, us opposed to DES's 56
bits, there are 2* more keys to try
in the skipjuck system. According
1o Dorathy Demning, one of the
cryptography cxperts allowed to
test skipjack, if it is assumed that
the cost of processing power is
halved every 1.5 ycars, it will take
1.5 x 24 = 36 years beforc the cost
of breaking the skipjack code will
be equivaleat to breaking the DES
cade {21]. Of course the main con-
cern that critics have with the skip-
jack algorithm is that it is part of a
“key escrow™ eneryption system -
that is, a third party keeps a copy
of the secret encryption key. This
concern will be addressed in a lat-
er section.

[t is worth asking whether any
of the fancy cryptosystems making
use of very xophisticated mathe-
matics can provide complete secu-
rity. The answer is that perfect
seereey has only been proven for
one system — for the others, it can
only be shown that many hours of
computer time would be necessary
to break the code.

The one cryptosystem that pro-
vides perfect secrecy is called the
“Vernam One-Time Pad” This
system was developed by Gilbert
Vernam in 1917 to be uscd in the
automatic encryption and decryp-
tion of tclegraph messages. The
way the onc-time pad works is that
onc chooses a key that has just as
many characters (in this case bits)
as the message itself and then adds
the message bits to the key bits
modulo 2 (in other words, the code
cxecutes an “cxclusive-or” opera-
tion on the two bitstrings). Decryp-
tion is achicved by simply repeat-
ing the process (adding the key to
the ciphertext  (modulo  2)).
Although this system is complete-
Jy secure (as the key changes ran-
domly for each letier of the mes-
sage), it requires generating a key
that is just as long as the message
and then transmitting the key over
a secure channel to the message’s
recipient. Furthermore, a new key
must be generated for each mes-
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sage sent. This cryptosystem is
therefore impractical for most
applications. In their chapter on
encryption in Building in Big
Brother, Deborah Russell and G.T.
Gangemi, Sr. describe how keys
were distributed and stored in the
past as well as how they are cur-
rently managed:

“Historically,  crypto-
graphic keys were delivered
by escorted couriers carrying
keys or key books in sccure
boxes. Iih some cases, this is
still the way it’s done. With
most modern  high-security
cryptographic products, gov-
ernment agencics do the
actual  key  distribution,
delivering the keys on mag-
netic media to individual
sites. Another approach is to
distribute a master key,
which is then used to gener-
ate additional session keys.
A site must follow strictly
enforced procedures for pro-
tecting and monitoring the
use of the key, and there
must be a way to change
keys” [18].

Since transmitting and storing
private keys is such a hassle, a
more “user friendly” type of
encryption system called “public
key” cryptography was developed
by private scctor mathematicians
in the mid-1970s.

In 1976, Whitfield Diffie and
Martin Hellman came up with a
scheme for encryption that circum-
venied the secret key cryplography
problem of safely transmitting and
storing  the  encrypting  (and
decrypting) key. What they pro-
posed involved using a “one-way”
mathematical function in order to
make the encryption calculation
possible using a publicly known
key. Since the key that is nccessary
for (he encryption of the message
is public, there arc no kcy trans-
mittal concerns. In 1977, three
M.IT. professors, Rivest, Shamir,

and Adleman, came up with the
first implementation of public key
cryptography — the RSA cryp-
tosystem. This encryption system
exploits the difficulty of finding
the prime factors of extremely
large numbers. Prime factoring is
considered a “one-way” function,
as it is extremely time-consuming
to find the prime factors of a large
number, whercas calculating the
number once you have the factors
is clementary. The way the RSA
system works is as follows;

1) First, 2 large prime numbers,
p and ¢, nced o be generated.
These may be obtained by using a
random number generator (sec, for
example, ref [22]) to produce large
numbers and then checking them
using a Monte Carlo-type method
to make sure that the numbers are
prime.

2) Once p and ¢ have been cho-
sen, their product, p*q = n, and the
product

Jin} = (p-1)*(g4-1)

must be calculated.

3) A random oumber # is then
chosen such that 0 < b < fin) and
the greatest common denominator,
GCD(bfin)) = 1.

4) A sccond number, g, is then
caleulated by finding b*mod f{n)
using the Buclidean algorithm (sce
Stinson) |19},

5) The numbers » and b are
both published — these are the
public keys. The private kcys, that
are always kept stored safely away
(i.c,, in one’s personal computer),
are the numbers g, p, and q.

6) In order to encrypt a mes-
sage, the following algorithm is
used:

efn)=xPmod n
where eyn) = y is the ciphertext
and x = dify) is the plaintext. To

recover the plaintext (decrypt),

di(y) =y* mod n

{EEE Tochnology and Soclety Magazine, Summer 2000

is calculated.

It has been claimed that
decrypting an RSA-encrypted
message without knowledge of the
private key is compultationally
infeasible [19]. It is, of course,
possible to figure out the private
components of the encryption key
by factoring the public key compo-
nent, n. Using current factoring
algorithms, one can, with great dif-
ficulty, factor numbers having up
to around 130 decimal digits 119].
The problem with thesc algo-
rithms, however, is that the time
required to do the factoring caleu-
lation increases cxponentially with
n (~exp(n'9) [21].

In 1994, a 129 digit number
was factored using 1600 worksta-
tions scattered all around the
world. The calculation took §
months [23]. According to Prof. H.
Jeffrey Kimble, a scientist well-
known in the cmerging ficld of
quantum computing, a 154 digit
number can currently be factored
in 4 months on 70 workstations. It
would take 6 years using current
technology to factor a 200 digit
number. Thus, if a really sccure
transmission is desired, it has been
recommended [19] that one choose
factors (» and q) that are each at
least 100 digits long when setting
up an RSA cryptosystem.

One of the main problems with
public key encryption schemes
such as RSA is that the encryption
and decryption processes involve
rather complex, time-consuming,
calculations. In the most efficient
hardware implementations of RSA
systems using a 512-bit public key,
n, the rate of encryption is approx-
imately 600 kbit/s. In a compara-
ble DES system, on the other hand,
encryption rates top | Gbit/s (1500
times faster than RSA) [19]. It is
for this reason that Philip Zimmer-
mann combined secret- and pub-
lic-key cryptography schemes in
his encryption program, “Pretty
Good Privacy” (PGP).

In the early 1990s, Philip Zim-
mermann devised a cryptosystem




to replace DES (which he consid-
ered to be insecure) implementing
aspects of both secret key and pub-
lic key cryptosystems. [n the PGP
system, a 128 bit sceret key is used
to encrypt messages. This “session
key” is transmitted from the sender
to the recipient as ciphertext that is
encrypted using the recipicnt’s
public key. Thus, time is saved by
encrypting the bulk of the message
using a secret key algorithm, while
maintaining the convenicnce of
public key cryplosystems.

In his PGP user’s Guide, Zim-
mermann explains how his public
key system works and in so doing,
points out an important security
issue of public key systems in gen-
eral ~ authentication [24]. Where-
as in most other public key sys-
tems the public keys arc
maintained by a central authority,
in Zimmermann’s system, cach
PGP usecr maintains his or her own
“key ring” of public keys. Each
individual using PGP, therefore, is
responsible for anthenticating each
public key on his or her key ring.
Authentication is a neeessary part
of public key cryptosystems sim-
ply because public keys aré vulner-
able to sabotage, For instance,
what is to stop an imposior (say,
“Eve”) from posting on an Internct
bulletin board, a public key that is
represented to be someonc c¢lse’s
(say, “Alice’s™)? If that were 1o
happen, Eve would reccive every
message intended for Alice that
was sent encrypted with the fake
public key. Eve could then decrypt
the message using her own private
key, read the message, and then
send the message on to Alice afler
first encrypting it with Alice’s cor-
rect public key. No one would
know (besides Eve) thal the mes-
sage had been intercepted.

*So, how can one be sure that a
public key identified as belonging
to Alice, indeed belongs to her and
not o an impostor? The answer
lies in the process called ‘anthenti-
cation’. If a trusted third party has
a4 copy of a public key that he

knows is inviolate, he can vouch
for it by ‘signing’ it using his own
private key. The signed key can
subsequently be checked by veri-
fying the third party’s signatare
using his public key (which has
already been verified). Authentica-
tion may be implemented in all
public key cryptosystems, and can
be used not only to vouch for pub-
lic keys, but to vouch for the
authenticity of an encrypted mes-
sage itself, In literature originally
distributed by RSA laboratorics,
the message authentication process
is described as follows:

“Alice, to sign a message,
does a computation involv-
ing both her private key and
the message itself; the output
is called the digital signaturc
and is attached to the mes-
sage, which is then sent,
Bob, to verify the signature,
does some computation
involving the message, the
porported  signature, and
Alice’s public key. If the
results properly hold in a
simple, mathcmatical rela-
tion, the signature is verified
as genuvine; otherwise, the
signature may be lrandulent
or the message altered, and
they are discarded” [25].

In the RSA cryptosystem, the
“trusted third party,” who is willing
to vouch for the integrity of various
public keys, is a centralized “cer-
tificate authority”. Onc of the
major companies that act in this
capacity is  Voerisign,  Before
Verisign adds its signature to a
client’s public key, it first does a
background check, verifying that
the client is legitimate. Most World
Wide Web browsers (e.g., Netscape
and Microsoft’s Internet Explorer)
contain copies of Verisign's own
public key, so that digital signa-
tures generated by Verisign can
themselves be verified.

The authentication process is
extremiely important to conducting

business clectronicatly. Not only
docs it protect the consumer from
sending valuable credit card infor-
mation to charlatans, but it protects
privacy to the extent that it can pre-
vent sensitive information from
falling into the hands of unawtho-
rized databasc uscrs. Stuart A.
Baker, in an article written when
he was the top NSA counsel and
originally published in Wired mag-
azine, stresses the importance of
authentication: “The real key to
network security is making surc
that only the right people pet
access to particular data. That's
why a digital signature is so much
more important to future nerwork
security than encryption” [26].

As a partisan allied with the
NSA and the Clinton Administra-
tion, Baker promotes the view that
encryption is potentially hazardous
to national security and effective
law enforcement. Thus, its use by
private citizens should be discour-
aged. Tn an cffort to cncourage the
use of authenticators while avoid-
ing the murky pit of encryption, the
Clinton Administration turned to
NIST, which it told to select an
authentication system that could be
used as a Federal standard. The
resulting Digital Signature Stan-
dard (DSS) incorporates the Digital
Signature Algorithin (DSA). DSA
is derived from the cryptosystem
developed by Schnorr and El
Gamal hased upon the discrete log
problem (another one-way mathe-
matical lTunction), and a Secure
Hash Algorithm (SFA), which is
used to reduce the message for the
digital signature caleulations. Most
impaortantly (to the Clinton Admin-
istration), the DSS can be uscd for
authentication purposes caly (and
not for encryption).

Critics of DSS object to the sys-
tem’s adoption as a federal stan-
dard for several reasons. The main
difficulty with DSS, perhaps, is
that its adoption as a federal stan-
dard would require a major over-
haul of authentication systems
already in use. Currently, the RSA
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system is the most widely used
authenticator |25], se converting to
a new ‘standard” would be burden-
some. Further criticisms of DSS
are that its underlying cryptosys-
tem has not been proven secure; its
signature verification process is too
slow; and that the process used to
select DSS as the standard was too
secretive and was unduly intlu-
enced by NSA.

ENCRYPTION POLICY

There are currently a variety of
‘forces affecting the progress of
cacryption use. Pulling at one end
are those people who fear that
unrestricted use of encryption will
endanger our nation’s security —
both at domestic and at interna-
tional levels. On the other side are
the privacy advocates, who believe
that sometimes imperfect national
security is a price that must be paid
for individual freedom — that
most important aspect of a democ-
racy. The law enforcement side
wants o write laws 1o fimit the use
of encryption. The privacy advo-
cates want to block the passage of
these laws and to develop bigger
and better cryptosystems to protect
privacy more effectively, Although
both sides seem to understand the
other side’s arguments, and that
any scenario must involve a com-
promise between privacy and free-
dom on the one hand, and sceurity
and public goods on the other —
they each fear the balance favored
by the other side.

Perhaps the most visible propo-
neat of the law cnforcement/
national security agenda is Louis
Frech, the Director of the FBI, His
main proposals for regulating the
use of cacryption have centered
upon key escrow encryption sys-
tems, in which copies of secret
keys are kept by a third party, and
upon tight regulation of the expor-
tation of cncryption products |28],
[29]. Much of the encryption legis-
lation currently pending in Con-
gress focuses upon both of these
issues.

EXPORTATION OF
ENCRYPTION

In the United States, private cit-
izens can use both public key and
secret key cryptosysiems with keys
of any length to encrypt their com-
awmications, Until very recently,
there have been significant restric-
tions, however, concerning the
types of encryption systems that
may be exported. Currently, con-
trol of the exportation of encryp-
tion products is controlled by the
Departments of -

old rules, it was illegal o freely
export products with DES cryp-
tosystems, for example, despite the
fact that the DES algorithm is in
the public domain. Moreaver, until
January, even the exportation of
cneryption products to foreign
subsidiaries of U.S. companies
was restricted (these restrictions
were litted completely in January),
Needless to say, the new encryp-
tion cxportation regulations are
cheered by industry,
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Export Administra-
tion (BXA) issued new encryption KEY ESCROW

export regulations [52] based on
recommendations from the Clinton
Administration. As a result of
these new rules, U.S. companies
may now export encryption prod-
ucts around the world to non-gov-
ernment  end-users without a
license (although in most cases a
prior one-time product review by
BXA is still required). Further-
more, widely available “retail”
encryption products may now be
exported to any end-user (includ-
ing foreign govermmenis). Restric-
tions are still in place lor exporta-
lion of encryption products to
terrorist-supporting  states (c.g.,
Cuba, Iran, Iraq, Libya, North
Korea, Sudan, and Syria).
Previous to these new regula-
lions, exportation of encryption
products with keys longer than 56
bits was prohibited unless copies
of the keys could be held in escrow
by the U.S. government. Under the
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Key escrow encryption systems
are a panacea for the law enforce-
ment/national secarity community.
Not only arc these systems
designed to provide the security of
strong encryption to businesses
and to individual citizens, but they
arc also made Lo accommodate law
enforcement/national  security
interests as well. The general
premise behind  key escrow
encryption systems is that a copy

of either the private key compo-

nent of a public key system or the
secret key of a “regular” encryp-
tion system is held in escrow by a
trusted agency. In the govern-
ment’s proposed system, the only
people able to access the keys from
the escrow agent (or agents) are
law enforcement officers, who
have been properly authorized to
do so via a court order. The
Escrowed Eacryption Standard
(EES) first proposed by NSA and




the Clinton Administration was
implemented in the ill-fated *“clip-
per” and “capstone” chips. Both of
these chips contain the NSA's
“skipjack” encryption algorithm
along with various other functions
related to their key escrow capabil-
ities. Significantly, these chips are
hardware, “tamperproof,” manifes-
tations of the EES, as softwarc
manifestations would not be able

tied, “The Risks of Key Recovery,
Key Escrow, and Trusted Third
Party Encryption,” written by a
battalion of well-known cryptogra-
phers and computer scientists
(including such [uminaries as
Whitfield Diffic and Ronald
Rivest) [32]. According to these
authors, key escrow sysiems con-
tain weaknesses in three different
dimensions - risk (i.c., compromis-

ing the proper operation

i ;' R“ﬂ%ﬁg’gﬁﬁﬁ of encryption systems);
ekl 3143 tg.ff‘”:ﬁgi complexity, and econom-
i Phusasnr i cost.
‘ a’i’”'f_ vi  Although therc are
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iwisas [34]-[36], most are inac-
5 tive for the time being.
$ i
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to protect against “reverse engi-
neering” of the skipjack algorithm,
which is classified [20]).

The clipper chip was engi-
neered to provide encryption func-
tions to digital communications
devices.  Incorporated  iato
“secure” cellular phones, the clip-
per chip protects conversations
between people using these phones
by penerating a session key for
encrypting each call. In addition 1o
the session key, a Law Enforce-
ment Access Field (LEAF) is also
produced by the chip, containing
information about the identity of
the chip itsell as well as an
encrypted copy of the session key
that can be rescued via a decryp-
tion process featuring the secret
keys held by the escrow agents.

The arguments that have been
raised against key escrow systems
are manifold. Perhaps the most
cohesive and complete position
paper against key escrow encryp-
tion systems is the document enti-

that exploit the idiosyn-
crasies of quantum mechanics, i.¢.,
quantum L‘l}'ﬂpulﬂl'.f.

For example, an algorithm

designed by Peter Shor, a
researcher at AT&T laboratories,
cxploits the computational paral-
lelism afforded by quantum com-
puters in order to factor farge nom-
bers in polynomial, as opposed to
exponential, time (see Fckert &
Jozsa's paper for a good explica-
tion of Shor's algorithm [38]).
Using Shor's algorithm, a 1000
digit number could be factored in
only a few million steps [23],
therchy collapsing the security of
the popular RSA cryptosystem by
making it voincrable to computa-
tionally viable cxhaustive key
searches, Will the public key
encryption systems based upon
algorithms that are vulnerable to
quantum computer attacks soon be
obsolete? According (0 most
experts, users of RSA cryptlosys-
tems have nothing to worry about
on the quantum computing front in

the near future. Major hurdles
must be overcome before building
a rcal-life quantum computer is
possible (see [39]-[41] for discus-
sions of possible experimental
implementations of quantum com-
puters as well as the viability of
these implementations).

If quantum computing chal-
Ienges the security of some popu-
lar cryptosystems, quantum cryp-
tography can be scen as a ray of
hope for the privacy scekers. In
quantum cryptographic devices,
single photon sources are used to
send signals over a fiber optic
cable. Since any measurement per-
formed upon a quantum particle or
system of particles disturbs, or
“collapses” the system, due to
Heisenberg’s uncertainty principle,
undetected eavesdropping on a
quantym communications channel
is impossible. Theoretically, then,
keys for Verpam onc-time pad
cyrptograms could be sent secure-
ly over this quantum communica-
tions channel. Thus, completely
sccurc messages might be sent
over insccure channels using the
keys that were transmitted over the
quantum channel. In [42], a possi-
ble quantum communications
channel is described in detail.
Although there are some techno-
logical considerations that must
still be addressed before 4 practical
quantum cryptographic system can
be implemented, great progress has
been made in the past fow years as
scen in studies on toleportation
[431-[45], attack analysis [46], and
coding schemes [47], [48].

IMPINGING ON OR
PROTECTING PRIVACY
Technology can be used to
impinge upon privacy as well as to
protect it. The same can be said for
legislation and all types of public
rules. At the points at which they
conflict, a compromise must be
reached between the interests of
the individual and the intevests of
socicty. How much of an individ-
ual’s privacy should be relin-
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quished in the intercst of accom-
modating the public’s right to
security against terrorism, illegal
drug trade, and all other forms of
criminal malfeasance in addition
to its right to access publicly-fund-
ed databanks of information? Tt is
difficult to preseribe where the bal-
ance should be set, as there seems
to be a dramatic varicty of individ-
uval conceptions of privacy.

it is hard to believe that legisla-
tion restricting the use and distrib-
ution of cncryption devices will
accomplish its goals — hindering
the malicious use of encryption by
non-U.S. citizens or by domestic
criminals or terrorists, Strong
encryption products are already
ubiquitous. Moreover, as Zimmer-
mann bluntly puts it in his PGP
user’s guide, “if privacy is out-
lawed, only criminals will have
privacy”[24]. The government
simply must stay at the cutting
edge of cncryption and all other
types of surveillance/anti-surveil-
lance technology if it is to stay a
step ahead of the criminals.

On the other hand, legislation
and other rules of conduct designed
to secure the privacy ol personal
information in dalabascs is potcn-
tially useful. According to the
authors of Private Lives and Public
Policies, the current system in
place for protecting the data in
government agencies needs to be
revamped |10]. Procedures for
allowing restricted access to data
for statistical studics need to be
standardized across agencies. As
the Clinton Administration seems
to be content leaving the protection
of privacy to market forces [49], it
is unlikely that this type of legisla-
tion will be enacted any time in the
near futurc. Technology may be
able to fill this void. Some of the
current work being done in the
computer industry, for instance,
includes research into “privatc
information retrieval” systems —
database systems designed in such
a way that information from the
database may he retrieved by an

outside inquirer without letting the
database owner learn what this
information is — as well as data-
bases scLup in such a way that peo-
ple can only access the information
to which they are entitled, and are
vestricted from retrieving any other
information in the databasc {S0].
Also, it will be interesting to see if
the industry pact signed by the 14
“look up services” will truly work
in protecting the privacy of individ-
uals whose personal information is
contained in commercial databas-
¢s. If it docs not, perhaps Congress
will have (o tesurrect one of the pri-
vacy bills that are currently “dead
in the water”.

In theory, there is a broad spec-
trum of possibilities regarding an
individual’s privacy. Living at

either extreme — with almost
complete privacy or with a virtual
lack of privacy — would bhe

painfully uncomfortable to say the
lcast. A poignant modern example
of a person who has experienced
both extremes — one by choice,
the other forced upon him is
Theodore Kaczynski, ak.a., the
“Unabomber.” Complelely para-
noid of technology and its con-
comitant cvils (.., the role of
technology in impinging upon per-
sonal freedom by facilitating the
accumulation of data — and thus,
power — by the government and
other large bureaucracies (see
“The Unabomber Manifesto”
|511), Theodore Kaczynski lived a
life characterized by almost com-
plete privacy. In order to isolate
himself from the rest of society, he
lived in a shack in the middie of
nowhere; he interacted only infre-
quently, if at all, with his neigh-
bors; in short, he had little or no
contact with the outside world
agide from thosc tenuous connec-
tions required by his anonymous
acts of destruction (over which he
had total control). Currently, how-
ever, Theadore Kaczynski is in jail
_- where he has virtually no priva-
cy at all: All of his correspondence
is monitored; all of his actions are
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controlled ; and many, many pco-
ple know intimate details about his
life and his mental health.

Luckily, most people are rcla-
tively coutent living in this “indus-
trial-technological society”[48] and
set the bulance between their priva-
cy and social interactions some-
where nearer the middle of the pri-
vacy specttum than  Theodore
Kaczynski. The average citizen
(i.c., one who does not believe that
our technological society must be
completely dismantled) can make
some choices regarding what infor-
mation he gives to whom; and by
doing so, he or she can live a life
that is more or less private. There
are relatively easy ways to guard
one’s privacy: One can, for
instance, simply avoid attracting the
attention of government agencics or
getting included in various com-
mescial databases. Although in the
United States, citizens are required
to surrender certain bits of personal
information to the government (tax
information, census information),
this may be construed as a pricc that
must be paid for the privilege of cit-
izenship. This information, howey-
er, is relatively well-protected [10].
Information that is given “voluntar-
ily” to thc government or to com-
mercial interests, however, is not as
secure. Thus, if you avoid paying
for things by credit card, you will
not establish a “credit history” (or,
in other words, you will not accrue
numerous entries in u credit agency
database file in your name). If you
refrain from “surfing the net,” your
electronic progress cannot be mon-
itored by various “cookies,” and
you will not end up on numcrous
mailing list databascs. If you forgo
air travel, you circumvent the ritual
x-ray invasions of privacy. Therc is
a lot that you can do to protect your
privacy, even in this Cyber Fra;
most of these things, however,
entail giving something else up.
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