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Conclusion

TeIecommumcatlon barely a century and a half old, has so transformed
society that, for most people in industrialized countries, it is a necessity,

-not an option. People move thousands of miles from friends and family,
knowing that they can keep in touch by phone and email. People telecom-
mute to work or, having commuted to the office, spend the day on the

phone talking to distant offices or customers. People order goods from
dealers on the other side of the continent by dialing 800 numbers. For a
remarkable range and an increasing number of activities, telecommunica-
tion stands on an equal footing with physical communication.

Side by side with the growth of telecommunication there has grown
up a major “industry” of spying on telecommunications. Communica- .
tions interception has played a crucial role in intelligence since World
War I, and despite improvements in communication security it continues
to grow. The growth of interception is a consequence of the essential
fact that the miost important effect of the improvements in communica-
tions technology on communications intelligence has been to draw more
and more valuable traffic into telecommunications channels. As a result,
spying on such channels becomes more and more rewardmg for govern-
ments, businesses, and criminals.

Consider two sets of imaginary events, one taking place in 1945 and the
other in 1995. Both take place within major companies with phys:cally
separated facilities. The 1945 call is brief, a minute or two. It i invites
you to an end-of-year project review. You must take a two-day trip to
the Pfister Hotel in Milwaukee. It is a nuisance just before Christmas,
but there is no alternative. Half a century later, the project review might




N P R

226  Conclusion .

very well be conducted by conference call, and the associated final report
might be sent to all the participants by fax or email.

Now consider the impact of a competitor’s intercepting the communi- ©

cations. The 1945 spy has learned only that interesting information will
be available at the Pfister Hotel in Milwaukee a few days hence. He knows
where to go to get the information he wants, but is still separated from
the information by substantial work and risk. On the other hand, the
1995 spy will have all the information handed to her on the same circuit
through which she learned about the meeting. All she has to do is keep
listening. . ~
The potential impact on privacy is profound. Telecommunications are
intrinsically interceptable, and this interceptability has by and large been
enhariced by digjtal technology. Communications designed to be sorted
and switched by digital computers can be sorted and recorded by digital
compiters. Common-channel signaling, broadcast networks, and com-
munication satellites facilitate interception on a grand scale. previously

. unktiown. Laws will not change these facts.

{t may not be possible to prevent communications from being inter-
cepted, but it is possible to protect them. The technology for protecting
telecommunications is cryptography, which, despite its ancient origins,
is largely a product of the twentieth century. For the first 50 years after
radio brought ctyptography to the fore in World War 1, the field was
dominated by the military. Then, in the late 1960s and the early 1970s, a
- combination of the declining cost of digital computation and foreseeable
civilian needs brought a surge of academic and commercial interest in the

field. _
The work of the civilian cryptographers revealed two things. One was

that cryptography was not a field that could effectively be kept secret.) In

the 1930s and the 1950s—both formative periods in American military
cryptography—computational capabilities lagged so far behind require-

mients that building secure cryptosystems took a lot of cleverness and

used techniques not applicable elsewhere. By comparisof, in a world in
which inexpensive digital computing is ubiquitous, cryptography does niot
usually represent a large fraction of the computing budget.

Today, constructing cryptographic devices and programs is regarded

as easy. Developing sophisticated ctyptographic hardware is within the .

abilities of a talented engineer or a small startup company.’ Developing
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cryptographic programs is far easter; it is within the means of an
tent progrzfmmer who possesses a copy of, for example, Bru Syl:]) n'lp?-
book Applied Cryptography. T e
In,depe.ndent Fryptographers startled the cryptographic world by d
monstrating that privacy can be manufactured “end to end” with : tlf -
help of any centralized resources. Diffie-Hellman key exchan Oa‘;lt i
two parties to derive a secret from negotiations in which evergeb'd Owj
every response is public. This changed the basic power rela)::io; ljln
in .cryptogljaphy. Before public-key technology, cryptography alw: . 1o
quired centralized facilities to manufacture and distribute :. 1:(1 e and
k;);: a ﬂ?;ture particularly compatible with the top-downqorl;z:i?z;;:)l:
of the military. By contrast, public-key ¢ '
support thfe interactions of buiinesses iz a?:;(glzl:il:o‘:zs:l:doped e
. :i:cyoﬁethe I(Jie?t-known benefit of cryptography; however, it is not
e pn))z‘ddes, ::th it I.T.lfly not-be the most valuable one. Cryptography
o hrovides 2 thennaty, which enables communicators to be sure of .
the iden e.pec.:ple th(?)’ are communicating with. In a business
: thia:;:::’ authenn;atlon verifies that the person acting in one instance
person who acted in — is writi
a check, for example, is the same?e(:'ts!;flrwht:?)tpt:;eﬂe;: ooy g
e mosen € account gnd put
The FJS military responded to the rise of private cryptography b
attempting to -reestabﬁsh control over the technology througlr1 i . .
Energy Act-like prior restraint of research and publicationls %Vh toml'c
efff)rt a}?peared to have failed (largely as a result of its obvi(;us un:l::lis
;L;l:o?lallg), the government atltem.pted to control cryptographic products
ctly, first through standardization and later through regulation of ex:
ports. In 1993, it unveiled the concept of key escrow—crypto 11h0 liX-
Ilt;llllfi ;l:c:;lride protection against everyone except the Uyg gle:m):;nit
Although the notion was not well received, its roponents (m f th .
in the government) have kept pushing, constan!;l ivi o el?l
n.e.ss objections but holding firmly to the view th:tgi;vilsn fhiTOs:i;O b“s:'
right to take measures to guarantee that citizens cannot en gd ' 'mem s
that the government cannot read them, Fode hings o
Over ro.ughly a century there evolved in the United States th
cept o.f wiretapping as a form of search that shouid be contr lf -;01;1'
court-issued warrants similar to those required for searches of ;h;sica);




b o

e =7 2 b S A

b

e

228 Conclusion .

premises. Although law-enforcement agencies had been intercepting clom-. :
munications since the 1890s, it was not until 1968 that Cf)ngress put law-
enforcement wiretaps on a solid legal footing. The Om.nlbus Safe Strec.ts
and Crime Control Act, which limited the use of wiretaps to c;rt?hm
crimes and established stringent warrant requirements, was upheld }r i
cotirts. As a result, wiretapping has become a generally accepted, if no

widely employed, police practice. Law enforcement speaks freely of its

i » i e of
“tight to use court-ordered wiretaps and appears to think of the us

is right.
ctyptography as 4 threat to this rig .
)'(l?here is a clearly discernible difference, however, between the right

. to listen and the right to understand what one has heard. The doctrine

of wiretapping as a type of search takes for granted the govertmtr:)ertt;l :
ability to practice wiretapping, just as the Fm’lrth .A.men Isenk o the
Constitution takes for granted the government’s ability to rea 0 :
doors and look under floorboards. It recognizes the powcr.to mte;ccp
telecommunication, like the ability to search houses, as having iuc pkcln-
tential for abuse as to require stringent judicial control. It regulates the
i isten. .
ng(l:l:al:lstteeeing the right to understand is djffercn't. To d? that,hyou muls;
regulate the individual to prevent him from taking actions t :;t w_fl()ll.:e-
otherwise be within his power to protect his confmumcatlo.ns iﬁm\the
ing understood. This seems analogous to the. ludu:.rous notuc)ln hgtt he
government’s right to search your house c_nta.l.ls a r1.ght to find what i
looking for and a power to forbid people to hide thm-gs. -
There is another problem with the notion of wuv:ataps as se:rc.: es.
Searches are, by legal intention and usually by physical fact;lo .vulous;
It is difficult to search a property and be sure that the sea.rc_ wi non
be detected. Furthermore, in a tradition dating b_ack to English commo
law, secret searches were forbidden; where possible, 6the .seatchm.'s we:
expected to knock and to confront the householder. Wt'etat};ls, 111r if:
trast, are invisible. Although' it behooves anyone who .ta es the p 'rd:dy
of communication seriously to assume that elvcr.y.word}s being Teco ; ,
obtaining confirmation of that fact in any mdw_lflual mstar;lce is uisll:;i ¥
impossible. Treating wiretaps as searches thus leaves open-t e pfossllﬁct::rl
that wiretapping may be rampant, may be used as a mechanism of polr y
and social control far beyond the bounds of proper law enforcement, an
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yet may go unchecked because of public ignorance. Under the “Title II1”
law of 1968, Congress sought to preclude this possibility by means of
stringent reporting requirements. Individuals must be notified that they
have been wiretapped, even if they are not prosecuted, and details of
all legal wiretapping activity are collected and published in the annual
Wiretap Report. Ten years later, however, Congress created new authority
to wiretap, primarily for counterintelligence purposes. Under the Foreign
Intelligence Surveillance Act of 1978, only the total numbers of wiretaps
are reported. Details need never be made public.’

The government’s attempts to control the citizens’ access to technology
for protecting their communications (and thereby guarantee its ability
to understand what it intercepts) have been accompanied by a dramatic
expansion of the basic ability to wiretap. The Communications Assistance

* for Law Enforcement Act of 1994 (CALEA) requires telephone companies

make their networks “wiretap ready” so that new features in communi-
cations do not interfere with government wiretapping,

The government is attempting to expand its powers of search despite
the gradual acceptance of a basic human right to privacy. Although it
was already recognized in ancient times, privacy has come into its own
as a legal entity only in recent centuries. In large part this has been-a
response to the developments of the technological age. Through a series
of court decisions {including NAACP . Alabama, Griswold, and Katz),
the US Supreme Court expanded the notion of privacy that is implicit,
but never given that name, in the Constitution. Though private businesses
often intrude upon individual privacy, their intrusions pale beside those
of the government. Over the past 50 years, government has invaded
individuals’ privacy on myriad occasions. Citizens engaged in peaceful
political activity (including the Socialist Workers Party, the civil rights
movement, and protests against the Vietnam War in the 1950s and the
1960s and the Committee in Solidarity with the People of El Salvador
in the 1980s), journalists and editors, and political leaders (including
Supreme Court justices) all have been wiretapped. Members of Congress
who disagreed with the president’s policies during the Vietnam era were
subjects of biweekly FBI reports. Even politically uninvolved citizens who
happened to use mail or telegraph to commiunicate internationally have

had their communications intercepted.? Information obtained by the gov-
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erniment for use in one venue has often been used in anotlTer. Censug.,dflta
were tised to locate Japanese-Americans so they could be 1r.1temed (%utmg
Wortld War II. Some “national-security” wiretaps unc-ler 9varlous pres@ents
wete actially investigations aimed at domestic politics. . S
The government’s record of privacy violation‘s. means that any broad-
- ettitig of its snooping powers must be viewed with the gra\rf:st concern.
CALEA is the basis for a vast expansion of government surveillance pow-
ets. As even the government will admit, its efforts. have succ.eeded in
slowing down cryptography’s progress_and its use in the public 5‘_":‘?;
Even were the government's record of using its powers not strewn wit |
tales of abuse, there would be reason to worry. N _
Intentionis can change far morg quickly than capa?ih-tles. Today the
authority of most government officials to use wiretaps is Flghtly reg.qlated.
by law. Laws, howevet, can change. Were Congress to decide that w.n:etaps
should be usable by any police department without court supervision—
mtzch as the police are free to employ stool pigeons without court supervi-
sioni—the situation could change overnight. The capacity of the telephone ‘
system to support wiretaps, by contrast, woul(.i not. Although the p}fesent-.
day phone system is quite capable of supporting thg 1500 or so wiretaps
that now occur each year, it would not be capable of supporting 10 or
100 times as many, But if the FBI has its way, ina decade or two, after thf:
impact of CALEA has been felt, this may no lqggct be the cas-e. The wa_s
will have been paved for a vast expansion in gover.nment surveillance, anl
only an act of Congress will be required to bring it ab'out.. |
The push to expand the interception of communications .comcs at .a
" time when police have experienced an unprecedented t?xpansmn c.)f their
powers of surveillance in almost every area. Advances in jelectromcs pe1:-
it subminiature bugs that are hard to detect electromcal?y or pl:nysr
cally. Video cameras watch streets, shops, sub‘ways,' and public bu1l.cln.1gs.1
Vast databases keep tabs on the credit, the possessions, and the crimina
recotds of most of the population. Many of these facilities platly far g.reg.tfer
roles in criminal investigations than wiretaps, and any loss of investigative

e

power that results from changes in communications technology seems

minuscule in comparison.

&
s
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The Gpvemment’s Case

Throughout its history, the National Security Agency has sought to pre-
vent the development of cryptography in the public world. In the 1960s,
NSA tried to prevent the publication of David Kahn’s popular book The
Codebreakers (Bamford 1982, pp. 125-126). In the 1970s, its director,
Bobby Ray Inman, threatened the academi:;: community with prior re-
straint. In the early 1980s, it tried to halt other government funding of
“academic research in cryptography, and it also tried to prevent the publi-
cation of James Bamford’s history of NSA, The Puzzle Palace. In the mid
1980s it succeeding in getting the Reagan administration to promulgate
NSDD-1435, a directive that sought to expand NSA’s authority to include
control over the technology for handling “sensitive but unclassified infor-
mation.”
* The NSDD-145 effort backfired, and instead increased responsibility
for computer security standards (including those for civilian cryptogra-
phy) being given to the National Institute of Standards and Technology.
Unfortunately, the Computer Security Act of 1987, which conferred this
responsibility on NIST, was not accompanied by sufficient funding to
enable NIST to do the job. The NSA, which had vastly greater resources,
forced NIST into a Memorandum of Understanding that shackled NIST’s
attempt to develop its own cryptography standardization program. The
dismal record of the Digital Signature Standard is one example. The Clip-
per episode, an even more striking example of the misuse of the standards
process to further NSA's aims rather than the goals of the law, resulted
in the demise of the AT&T TSD 3600, the first mass-market telephone-
security device. For over a decade, cryptography policy in the Commerce
Department has been dictated by NSA.1®
Despite its apparent ability to control NIST, NSA has acted like an
agency under fire ever since the passage of the Computer Security Act.
The law, after all, is quite clear about where responsibilities lie, and a
different Congress or a new president might decide that US interests are
best served by a liberal policy regarding the use of cryptography. NSA's
decision to involve the FBI in the cryptography wars proved astute.
The end of the Cold War had diminished the heft that national-security
arguments carried, and even that weight had proved insufficient to guar-
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ahtee NSA the role it sought under the Computer Security Act. It was one
thing to bend everything to the will of an intelligence agency in a world
where the United States had an enemy that could annihilate it on a day’s
nofice. It was quite another in a world where people were talking about
the degree to which intelligence could assist US industry.

It the post-Cold War world, law enforcement was playing a more sig-
tiificant role in national-security issues than ever before. Involvement of
the FBl int ctyptography policy had the potential to resultin a rewriting of

_the government equation on encryption. In the late 1980s, when the FBI

learned about encryption, it asked the Senate Judiciary Committee for

4 tesolution calling on telephone companies to provide the plaintext of
any encrypted messages that were encountered during court-authorized
wiretapping. The FBI also submitted “digital telephony” bills to Congress.
The FBI’s Advanced Telephony Unit studied encryption. In 1992 it
warned that by 1995 no more that 40% of Title IIl wiretaps would be
intelligible and that in worst case all might be rendered useless (Advanced
Telephony Unit 1992). In 1994, when he testified before Congress in
support of the “Digital Telephony” bill (later passed as CALEA), FBI
Director Louis Freeh emphasized the importance of wiretaps in solving
kidnappings and in preventing terrorist actions (Frech 1994b).1 Freeh
claimed that the FBI sought only to maintain the status quo given to
law enforcement by Title IIl and to keep up with the new technology.
Whatever truth there may be in these statements is hard to find. In 1994
Assistant Attorney General Jo Ann Harris admitted that, a year after
the introduction of the Clipper proposal, the FBI had yet to encounter

. a single instance of encrypted voice communications (Harris 1994).12
Two yeats later, the National Research Council panel was also unable
* to find any FBI Title III surveillances that had encountered problems due
to encryption (Dam 1997, p. 3). Frech had claimed in February 1994 that
hundreds of wiretaps had been rendered useless by advanced switching

technology; but he cited only 93 instances when he testified to Congress a
month later. Even then, not all of the instances Freeh cited were wiretaps;.

sotne were electronic bugs, which ate not affected by encryption. _

FBI Directors have always emphasized the use of wiretaps in kidnap-
ping investigations, and Louis Freeh was no exception. In fact wiretaps
were used on ;\verage in only two to three kidnapping cases a year in the
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period 1968-1993.13 Terrorist actions were likewise cited as an impor‘tant
reason for wiretaps, despite the fact that there were no Title III wiretaps
in terrorist cases in the period 1988-1994,

In pressing for various new wiretapping capabilities, FBI Assistant Di-
rector James Kallstrom argued: “... just for the FBI alone, we have used
court-authorized electronic surveillance to capture tertorists intent on
blowing up buildings and tunnels in New York, to detect and capture
pedophiles who intended to brutally murder their intended victim, to

~arrest and convict various organized crime leaders like John Gotti, ;nd'
to successfully investigate a spy whose espionage cost many their lives”
-(Kallstrom 1997). However, the Rahman case (“terrorists intent on blow-
ing up buildings and tunnels in New York”) turned not on wiretaps, but

* on other forms of electronic surveillance, including a body wire (which

does not require 2 warrant); the valuable evidence in the Gotti case came
fror.n an electronic bug;'* and the wiretap in the Ames case (“a spy whose
espionage cost many their lives”) served in a tangential fashion, enabling
.tl?e government to pressure Ames to reveal information in order that
hl.s wife—whose knowledge of his spying activities was revealed on the
wiretaps—receive a reduced sentence.!’

Immediately after the Oklahoma City bombing and the TWA 800
explosion; the FBI called for expanded wiretapping capabilities, even
though wiretapping would not have prevented Oklahoma City a:1d the
FBI has now acknowledged that TWA 800 appears to have been the result
of mechanical failure. The FBIs interpretations of CALEA have included
substantial expansions of wiretapping capabilities, and some of the FBD’s
requests (e.g. in regard to locations of cell phones) were actnally in direct
contradiction to the law.

NSA was fighting a turf battle with NIST, and was using the cloak of
national security to make its arguments. The FBI, on the other hand
stretched the truth and distorted the facts. Few of the government’s alrguj
ments regarding the criticality of wiretaps in criminal investigations hold
up under scrutiny. It seems fair to conclude that the government has not

- made its case regarding encryption.
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Prospects for Intelligence

For thousands of years, a country could strictly limit what other n;tu:ll;ls
could learn about it. The past century and a ha‘lf, hc.Jwever, broug. t the
cameta, the airplane, and the spy satellite. The intertors .of countries ;:Z
no loniger closed to view. They are visib.lf': to all the major povtrers, and
with every passing year they are more visible to smaller countries, n
di commercial interests. _ P
' m?:i;::ri years, the development of space technol.ogy hats served a‘Iclom-
munications intelligence just as it served photographic mtelhge.nce,l ﬁov:;
ifig giant aritennas to be put in orbit where they can catch tslllgna :1 anoe.
any nation. However, the growth of technology bodes another change:

. 0 - t : .
the development of encryption may cause a steady decline in the amoun |

of intercepted traffic that can be understood.

As we have stated before, the principal effect of advancing communi-

cation technology on communications intelligence is to bring more .and
mote valuable traffic into telecommunications channe.ls. ]?»y comparlsc;ln
 with the explosive expansion in the use of tele.commumcatlons, the aEf i-
cation of protective measures will turn out to lie some.wher? :JEtwe.elzl te'ss(s;
itnportant” and “insignificant.” Losses d_.ue to. encryptllon wil : c; mmfg;ar <
by many factors, and communications intelligence will be with us for
ig communicate. : ‘ |
lqiizst fsezziesoosay that communications intelligence \‘r.rill be. untoclllcl;eci
or unchanged by the spread of cryptography. It seems. likely, .mdcte , tha
the chatacter of the coMint product will change, improving in son:le1
respects and declining in others. Because people are often pronelto mouee
the loss of something on which they have come to de}.)e.nd fmd s o: to-§ c
the possibilities of the unfamiliar, it will not b.e surprising if the change
petceived as decline by many coMINT professionals. o o
One area in patticular in which coMINT has surpasss::d all o.t er for f
of intelligence, with the possible exception c:f HUMINT, is t}}e dl_siox;izcﬁ-
opponents’ intentions. Listening tol pcoplc§ comnmmca’tlolns d;;aith -
larly when they are speaking or writing can.dldly out of misp a;e aih n
their security—can reveal their real objectives and- the unspoken --ES :
that underlie their public negotiating positions. This coveted capability is

W
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one that COMINT may have to surrender, and a replacement for it seems
hard to find.

On the other hand, improvements in communications and increasing
human dependence on communications will open new areas of intefli-
gence. Network-penetration techniques will make it possible to capture
information that is being stored rather than communicated, and such in-
formation is less likely to be encrypted. Even more exciting is the prospect
that, in a world with hundreds of countries and thousands of other centers
of authority, there will be innumerable agencies responsible for issuing
credentials and authorizing acceptance of other agencies’ credentials, We
will no doubt see numerous cases in which information is leaked to op-
ponents because they are not recognized as opponents. Active network
intelligence measures will become the HUMINT of the next century and it
will interact extensively with traditional HUMINT.

In the United States, and perhaps elsewhere, commaunications: intelli-
gence plays less of a role in industrial espionage than in national espi-
onage. Businesses often have a better means of acquiring information:
hiring workers away from their competitors. In the world of the Coild
. War, a world of open hostility between two major coalitions, changing
' sides was difficult. It did happen, and some people!® made a big success of

it, but it was a risky business and hard to do more than once. In a world of

shifting alliances in which international competition is more commercial
than military, defection may become as big a feature of national intelli-
. gence as of industrial intelligence.
Tactical communications intelligence will probably improve despite
“the prevalence of encryption. Cryptography is much less successful at
concealing patterns of communication than at concealing the contents
of messages. In many environments, addresses (and, equally important, -
prec_édences) must be left in clear so that routers will know how packets
are to be forwarded. In most environments, the lengths and timings of
messages are difficult to conceal. SIGINT organizations are already adept
at extracting intelligence from traffic patterns and will adapt to extract
more. The resulting intelligence product, abetted by increases in com-
puter power, may not give as detailed a picture in some places but will
‘give a more comprehensive overview.
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Some improvements in SIGINT technology cannot easily be categorized
as tactical or strategic. They take the form of incxlseas.cd' speed gnd flex-.
ibility of the sort that has changed many organl.zatlons over the past
decades. The current intelligence cycle in SIGINT is a slow one that can

be summarized as follows:

# Intelligence consumers formulate requirements.
s The requirements are translated into guidelines about what to in-

tercept.

¢ Intercepted material is acquired “in the field” and shipped home for’

. - . 1'?'
analysis and interpretation.

" & On the basis of cryptanalysis, interpretation, and political aEnaIY51?,
the information is judged, as are the guidelines under which it is
acquired.

s The guidelines are either continued or mod.if-ie.d. New intcrf:cpt fa-
cilities may be assigned to a project, new facilities may be built, new.
instructions on traffic characteristics may bel issucd, or the project

may be dropped.

This process may take weeks, months, ot years. Often, s:.igniﬁcant infor-
mation will not be acquired simply because it was not being look.ed for-.
Increasing automation and decreasing size and cost of el(::ctr(.m.lc e.qulp-
ment will make for vast improvements in this C)fclc, resulting in a tighter
“tatget, intercept, analyze” loop. This will be aided by the developmgnt.
of tamper-resistance technology. The secrecy of many SIGINT pro;ess'es
miakes intelligence organizations reluctant to use them anyw!wrc ut,.m
the most secure areas of their own headquarters. Tampcr—rcs.ls.tant chips
allow intercept equipment in the field to perform such sensmv; c.ople:a—
tions as cryptanalysis. This pc;mits them to search tl.1c contents o les er
text messages just as they would the contents of plaintext mess.ag]e.s. .
~ An example of a SIGINT technology with unfathomed potential is emit-
tet identification. The vanishing cost of signal processors ha.s rcducccilgthe
cost of this technology and so expanded the range of possible uses. {111
many cases, emitter identification will counter the concealment _Of ad-

dressing by link encryption.
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Not all the growth that can be expected in sIGINT will result frém
SIGINT technologies. A fast-growing portion of the telecommunications
market all over the world is fixed position cellular telephony. The cost of
radio technology has dropped to the point where, in many rural areas, it
is cheaper to have a cellular telephone in each house than to run wire. The
result is that a whole segment of the telecommunications market that was
once effectively out of reach of intelligence organizations is now coming,
at least partly, within its grasp. . '

From a practical viewpoint, it is important to note that nothing will
happen overnight. The vast legacy of equipment, services, experience, and
investments in communications from the twentieth century will guarantee

the future of much of communications intelligence well into the twenty-
first.

Prospects for Law Enforcement

The dramatic growth of technology in the twentieth century has given law
enforcement a wide variety of technical_ capabilities, one of which is wire-
tapping. At present, law-enforcement personnel are worried that advances
in communications technology, particularly in cryptography, will lead to
a decline in the usefulness of wiretaps. Should this happen, its effect on
law enforcement is likely to be modest. Even among tools of electronic
surveillance, wiretaps are generally overshadowed by the many kinds of
bugging devices used to intercept face-to-face conversations. Electronic
surveillance, furthermore, plays a minor role in police investigation by
comparison with record keeping, photography, and a broad spectrum of
forensic techniques. ,

Yet wiretapping would appear to have gained more than it has lost
(and perhaps more than it stands to lose) from modern technology. At
one time a wiretap was, literally a pair of wires attached somewhere
between the target’s telephone and the telephone office. Its placement
and its use entailed a risk of discovery and brought the listeners only
disembodied voices. Today, even without the vast wiretapping capacity
envisioned by CALEA, wiretaps are “installed” in the software of digital
telephone switches. Knowledge about installed wiretaps can be kept to a
few telephone-company employees. More important, the taps carry with
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them extensive call-status information that often makes the identities of
the talkers or their locations immediately available.2® _

Law enforcement’s gains from advances in technology are noF, how-
ever, limited to investigation. The police are a mechanism ?f social ccTnl;
trol (Manning 1977, p. 23), and their work goes ha{ld 1n l?and wit
other mechanisms of social control. Improving communication is enhanc-
ing “employee supervision” throughout society. In the past, anTbassadors
and senior military commanders were sent off to the .other side of th'e
world with general mission statements and no opportunity to report their
sticcesses and failures—let alone ask for advice—for months o’r years.
Today, the president can reach his senior emissaries at a moment’s notice

anywhere on Earth. At lower levels, employees in many jobs are now

monitored by machines. Workers who once had substantial autonomy,

such as truck drivers, find that they are subject to the same sort of close :

21
monitoring that might have been expected on a factory floor.

Society is also gaining an ability to keep close track of.indivifiual.s’ i.nter-
ests and expertise. Online uses of information r'eso!lrces are mtrmsncally
less private than paper ones. For example, monitoring which documents
visitors to libraries consult or what pages they copy \n:rould be expen-
sive and, despite the FBI’s Library Awareness Prograra, is probably rare.
When people consult sources of information on the Interflet, however,
fhonitoring is inexpensive and hard to separate frorln services the users
value. Commercial Web pages record IP addresses émd other available
information about the “callers” and use it for marketing. Exchange of

information among Web sites presents the prospect of a comprehensive

profile of each Web user.
- What Kind of Society Do We Want?

In deciding that the Constitution protected Charles Katz again,st glec-
tronic sutveillance even though there was no intrusion on.to Katz’s ‘pro.p-
erty, the Supreme Court looked through the propertarian tecl:ryc_alhty
of the Fourth Amendment to its essential objective. As huma.n society
changes from one dominated by physical contact to .Of‘le dommatedbby
digital communication, we will have many opportunities to choose be-

i
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tween preserving the older forms of social interaction and asking our-
selves what those forms were intended to achieve,

In the societies that have dominated human culture for most of its ex-
istence, a general awareness of the pattern of contacts among people was
an essential feature of life. In a society dominated by telecommunication,
a pattern of contacts is far less visible to the ordinary person and far more
susceptible to monitoring by police and inteligence organizations. This
produces a fundamental shift of power away from the general population
and into the hands of those organizations.

Technology seems to make some losses of privacy inevitable, The ca-
pacity to build databases and feed them the details of every credit-card

 transaction exists, and the result is an excruciatingly detailed portrait of
the shopping, traveling, and trysting habits of hundreds of millions of
people. Yet, since such databases are an essential component of today’s
commerce and millions of people work in the industry they support, it
seems realistic to accept them. The best we can hope to do is to regulate
their use in a way that protects individual privacy. .
On the other hand, perhaps the compilation of databases—born of the

need for billing and credit verification,

but later put to numerous intrusive
marketing use

s—can be avoided by means of another technology. One
strong theme in electronic commerce is a return to the anonymity of
money. If you have funds in your electronic wallet, you can spend them,
and merchants have no need to know who you are or how good your
credit is. In such an environment, the desire of marketers to keep records

" on customers could well give way to the customers’ desire for privacy.
The area in which technology can most clearly make a positive con-
tribution to privacy is encryption. If we assert the individual’s right to
private conversation and take measures in the construction of our com-
munication systems to protect that right, we may remove the danger
that surveillance will grow to unprecedented proportions and become an

. oppressive mechanism of social control. Fortunately, the fight for cryp-

tographic freedom, unlike the fight against credit databases, is a fight in
which privacy and commerce are on the same side.

The great vision of electronic commerce is an orgy of buying and selling
over the Internet, and the vastness of the Internet is essential to this vision.
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This vastness is less a function of the tens of thousands of miles over
which it spreads or of the millions of computers connected to it (though
this comes closer) than of the diversity of those computers—a diversity of
hatdware, a diversity of protocols, a diversity of tasks, a diversity of own-
ership, a divetsity of businesses, a diversity of regulatory environments,
and a diversity of objectives.?? What is required in this environment is
what public-key cryptography has made possible: secure communication
between parties with minimal trust. Requiring key escrow, which came to
seem natural to the military mind as a result of decades of a key man-

agement system that amounted to escrow, would cripple cryptography’s

contribution to secure worldwide communication.

Cryptography in Context

The words of the Supreme Court’s Katz opinion have an importance
that transcends the development of American wiretap law. They echo in
concrete form Louis Brandeis’s view that “time works changes.” If there
is a right to use cryptography, it must grow from the historical fact of

private conversation. Since many conversations today can take place only |

by telephone, stepping away from other people is no longer a universally
applicable security measure. It is not realistic to:say to someone “If you
don’t like the possibility of being tapped, you have the choice of not
using the telephone.” Stepping away from other people is the expression
of 4 right to keep conversation private in a face-to-face world; use of
cryptography is an expression of that right in an electronic world.

The discussion’ of which this book is part has focused on whether
cryptography should be allowed to develop in response to commercial
and technical influences or whether it should be regulated by govern-
mients. This narrow question excludes consideration of many possibilities
— technical and otherwise—that address the larger social issues on which
communicatiotis privacy bears.

In a sense, it is curious that the Constitution regulates the power of
the police to search (and, derivatively, their power to conduct electronic
surveillance) but leaves activities that are at least as dangerous and dis-
 ruptive, such as the use of undercover agents and the mounting of sting
operations, up to individual detectives or their chiefs.2?
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In light of the curiously small number of prosecutions in which wire-
tap evidence plays a significant role, it appears that wiretapping is far
mo‘re valuable as an intelligence tool than as a way of gathering evidence.
This utility, however, is not recognized by US law, under which wiretap
warrants must name particular suspects and crimes. Police who wish to
use wiretaps in the gathering of intelligence are therefore forced into the
duplicitous position of representing any wiretap as an attcmp.t to gather
evidence. A reform of wiretap law might plausibly recognize the police
intelligence applications of wiretapping and give courts the means to su-
pervise it.

Technology might also be applied to streamline the courts’ oversight of
law-enforcement activities, just as it has made so many improvements in
the activities themselves. It 'seems certain that at some time in the future
courts will choose to accept applications and issue warrants electronically,
u-sing digitally signed messages. This would reduce law enforcement’s loj
gistic overhead and would permit warrants to be more carefully focused.
il’olice might, for example, be more readily granted a warrant limited to
communications between two people than a warrant encompassing all the
communications of one person. Quick turnaround would permit police
to base such warrant requests on the calling patterns of suspects and
Fo get a new warrant promptly when a new link in a conspiracy was

identified. Such an arrangement would respond to Brandeis’s concern
that “whenever a telephone line is tapped, the pri{racy of the persons

- at both ends of the line is invaded” (Brandeis 1928, pp. 475-476) by

making an effort to target. only calls in which both participants were sus-
pects.

Of course, if the utility of wiretaps is no greater than the publicly avail-
able evidence suggests,”* perhaps they should be dropped from police
methodology altogether—not because they are an invasion of anyone’s
privacy, but merely because they are a waste of tax money.

What Is Possible?

Cryptography, once an arcane art, is now inseparable from mainstream
co.mputmg technology. Cryptographic equipment is neither difficult to
build nor demanding in its computing requirements. Any attempt to
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control the deployment of cryptography must contend with this fact.
Attempting to control cryptography is more like the notoriously unsuc-
cessful attempt to outlaw alcohol than it is like the control of guns, the
manufactire of which is beyond the capabilities of the typical home shop.

Furthermore, antisocial uses of cryptography are less demanding than

socially beneficial uses. A group of conspirators trying to rob a bank, blow
up a building, or commit fraud is typically small, rarely more than a dozen

people. On the other hand, the use of cryptography in electronic com-
meérce will require providing millions of people with interoperable cryp-
tographic devices and a steady supply of supporting electronic credentials. '

In short, the latter is probably controllable; the former probably is not. In
pursting policies that limit the use of cryptography for business purposes,

" out of fear that it will be used for criminal ones, we deny ourselves one

benefit without achieving the other. .
It has been argued that it is important to prevent the ubiquitous use of
cryptography in order not to lose the ability to monitor communications

between criminals and non-criminals. Arranging any substantial crime,

from a bank heist to a bombing, s likely to entail commeonplace actions

* such as renting cars, booking hotel rooms, or buying airplane tickets. If
the police can monitor the phone calls in which criminals transact the
otdinary part of their business, they will have a very good idea of what
the criminals are up to, even if all the calls from criminal to criminal are
encrypted. On the other hand, since the signaling information will tell the
police what legitimate businesses the suspects are calling, the police will
be able to approach the businesses and make enquiries.

Another area in which cryptography is said to be interfering with po-

lice work is the protection of stored data. One view holds that searches

and seizures of computer media are far more important to police than’

wiretaps, and that cryptography may make them ineffective. The precise
importance of seized computer media is hard to judge. The FBI has a cen-

- tral laboratory for processing those that cannot be adequately examined
by field offices.?* This lab handled about 400 cases in 1994, of which it es-
timated that 2% involved cryptography. This does not mean that the FBI
was unable to read the files; in any case, it is probably a generous estimate
that counts anything that could possibly be called cryptography.2$

i
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The protection of storage—particularly as it might be applied to pro-
tecting the records of a criminal group—appears to be a less complex
phenomenon than the protection of communications. In the former case
the decrypting can be done by the person who did the encrypting, re-
ducing problems of key management. In view of the fact that the desire
to protect the information in readily stealable laptop computers provides".
widespread motivation to use encrypted storage, it appears unlikely that
any law would be effective in preventing the encryption of stored data in
non-escrowed systems.

It is also appropriate to ask what is legally sustainable. The Constitution
has a strong principle of freedom of speech that is generally interpreted
as encompassing the freedom to write and publish. It is the US govern-
ment’s current position that publication of programs on the Internet is not
protected free speech and can legitimately be regulated as export. This
view has been challenged by the mathematician Daniel Bernstein, who
has asserted a free-speech right to publish the code of a cryptographic
algorithm electronically. Bernstein has won the first round. In June 1996

, US District Court Judge Marilyn Hall Patel ruled that computer program;
are a form of speech and thus subject to First Amendment protection.?”
In a stinging opinion issued later that year (Daniel Bernstein v. United
States Department of State, 945 F. Supp. 1279. (N.D. Cal. 1996)), Patel
held that the government’s action was an unconstitutional prior re;traint
on free speech, but the issue will not be effectively decided until the case
makes its way to the Supreme Court.28 If free speéch prevails, export con-
trol may be entirely bypassed. This will likely be true even if the govern-

. , o
ment’s narrower position—that executable computer programs are not

protected—is upheld. If technical papers and standards and other non-
executable information can circulate freely, compatible cryptograi)hjc sys-

tem can simply be implemented locally, and no exports or imports need
actually occur. ' ..

Suppose We Were to Make a Mistake?

Suppose we were to allow the unfettered development of cryptography
and later decide that government access to communications is necessary?
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Suppose we were to build surveillance into cur communications although

hone is heeded? Which would be the more serious error?

It is generally accepted that rights are not absolute. If private access
to high-grade encryption presented a clear and present danger to society,
there would be little political opposition to controlling it. The reason
there is so much disagreement is that there is so little evidence of a prob-
lem: ,
If allowing ot even encouraging wide dissemination of high-grade cryp-
tography proves to be a mistake, it will be a correctable mistake. Genera-
tions of electronic equipment follow one another very quickly. If cryptog-
raphy comes to present such a problem that there is popular consensus for
regulating it, regulation will be just as possible in a decade as it is today.
The laws will change, strong cryptography will not be made part of new
products, and the ready availability that government claims to fear will
decline quite quickly. If, on the other hand, we set the precedent of build-
ing government surveillance capabilities into our security equipment, we
“risk the very survival of democracy.

Control of cryptography is bcing' promoted on the grounds that it will
protect our sources of foreign intelligence and protect the ability of police
to use wiretaps to investigate criminals. None of the current plans seems
to offer much hope in either direction. '

Key escrow would protect our ability to collect intelligence against
other countries only if we could persuade them to escrow their keys in
the United States. Had the Clipper system had any chance of achieving
worldwide deployment, it might have served this function; its escrow
agents appear capable of providing keys in real time,?” which would allow
intercept equipment to make use of them in deciding whether traffic was

worth recording. More recent proposals appear to recognize the infea-

sibility of persuading countties to accept extra-territorial escrow and to
acknowledge that key escrow will function under the laws of the countries
in which it opé;ates. We have argued that cryptography can be imple-
mented by a startup programmer. It can probably be implemented by any
industrialized nation. If the United States is to have any hope of selling
crypto-capable systems outside its own borders, it will have to accept the
national sovereignty of the countries with which it trades.
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There may be more hope of controlling the use of cryptography within
a national population, but even here it seems difficult to achieve any
worthwhile result. If cryptography is regulafed by law, most businesses
and most citizens will comply and will thereby be deprived of some of
their ability to protect their privacy. Anyone who is engaged in serious
crillninal activity and who believes that cryptography would further that
activity is unlikely to be deterred from using home-grown or underground
products. One class of criminals in particular, state-sponsored terroris‘té
can be expected to be able to turn to foreign supporters for cryptographio;
support.

The availability of cryptography for criminal uses may not turn out

to matter all that much. Cryptography is a tool well suited to legitimate

activities of people who can openly say “I have secrets and [ have aright to
keep them private.” It is not well suited to an activity that will be unable
to defend itself if discovered and is trying to remain invisible. Criminals

“today make far more use of covert means of communication (most no-

tably cloned cell phones) rather than of overtly secure means. Expanding
bandwidth offers plenty of opportunity for covert communiéation (An-
derson 1996b), and, this, rather than cryptography, will probably prove
to be the major communications-related concern of police in the future.
Whatever the truth of the arguments, government efforts to keep hon-

- est citizens from using cryptography to protect their privacy continue.

Such efforts are unlikely to achieve what governments claim to want, but

very likely to cause serious damage to both business and democracy in the
process.




