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1. Privacy and technology – the current landscape

In recent years, consumer awareness of privacy issues has increased
significantly due to several factors:

Edward Snowden’s revelations about the spying done by the
National Security Agency (cell phone eavesdropping, unauthorized
data access);

Increase in usage and usefulness of “big data” and the resulting
need for greater availability of information;

Reports that apps are accessing data they do not need and sharing
it (Flashlight app) or contain bugs that enable hackers access to
personal information (Android);

Privacy issues with the social media (Facebook privacy settings);

Reports of frequent hacking and theft of personal information (Sony
hack, Target theft of credit card numbers);

Increase in (mobile) identity thefts;

The fight between the FBI and Apple about access to the
information on a San Bernardino shooter’s iPhone;

Google Street View, GPS tracking, drones, etc.





















1. Privacy and technology – the current landscape

Privacy issues have had significant impact on consumer behavior:

70% of consumers say that it is important to them to know what
data an app is collecting and how it is using it;

Only 37% of consumers are comfortable sharing personal data with
an app;

33% are not at all comfortable sharing personal data with an app;

86% of internet users are taking steps to preserve their privacy
online (at least partially) and more are using VPNs like hide.me and
anonymity networks like Tor;

50% of internet users have taken steps to hide from specific people
or organizations;

68% if internet users do not feel that the current laws are sufficient
for preserving privacy;

50% of internet users say they are worried about the information
about them that is online (a jump from 33% in 2009);



1. Privacy and technology – the current landscape

Not only is the public outcry against privacy violations increasing,
but this is also costly:

The NSA spying revelations could cost the internet industry
$180 billion in the next few years (cloud computing industry
alone could lose $25-$35 billion);

Fewer people buying problematic apps and software;

People leaving Facebook and other social media;

Contracts cancelled due to privacy concerns (Germany’s deal
with Verizon, Brazil’s deal with Boeing);



1. Privacy and technology – the current landscape

As a result, tech industry is getting serious about privacy. The
expectation of the protection of privacy is becoming the standard
in app and software design. This is because the consumers are
increasingly asking whether the maker of the product is

concerned about the consumer’s privacy,

transparent about the data being collected, and

careful about how the data is used.



1. Privacy and technology – the current landscape

More specifically, consumers are increasingly making sure that

personal data protection is the default and is embedded into
the product;

the developer has a good privacy policy;

you are notified and asked for consent any time personal data
is accessed;

it is possible to remove your personal data (in addition to
uninstalling software or deleting an app);

the product discards the data that has been collected and is
no longer needed;

the product does not use personal data for any purpose other
than the one necessary for the software;

and, most important of all,

personal information is secured with cryptography!!!



2. A brief history of cryptography

Cryptography is the practice and study of secure communication. The
goal is to send a message so that only the intended recipient can read it.
If a message is intercepted, it should be unreadable to the interceptor.
Pretty much anyone who uses a computer or a smartphone uses
cryptography daily – to log into websites, shop online, etc.

Some early examples of cryptography are

Egyptian hieroglyphics Spartan scytale



2. A brief history of cryptography

The decryption of the German Enigma machine by the British
codebreakers in World War II saved millions of lives and shortened
the war by 2–4 years.



3. Public key cryptography

For most of our history, the only way to exchange information in secret
was to first agree on a keyword and then use some kind of encryption
algorithm to encrypt and decrypt messages. If the encrypted message is
stolen or intercepted, it should be useless without the keyword.

With the advent of global economy in the 1960s, the exchange of
keywords became impractical (there were people traveling across the
world with briefcases filled with keywords to be exchanged between
various institutions including banks and governments).

One of the coolest applications of mathematics is the resolution of this
problem in the 1970s – two parties no longer have to meet to agree on a
secret key! The exchange that leads to the establishment of a key need
not even be secure – it’s ok if this communication is intercepted by
anyone!

In fact, entire messages can be encrypted and sent via insecure channels
and only the intended recipient can read them. This is called

public key cryptography.



3(a). Diffie-Hellmann key exchange

Diffie-Hellman key exchange is the first example of public key
cryptography (1976). It allows two users to agree on a key via an
insecure channel. With this key, they can then encrypt
communications using, say, the Advanced Encryption Standard
(AES), which is built into all the computers.

First, Alice and Bob agree on a prime number p, say p = 23, and
another number g , say g = 5. This is done over public channels,
so everyone knows these numbers. The pair

(p, g) = (23, 5)

is called the public key.

In practice, p and g are hundreds of digits long (p is required to be
of certain bit length, i.e. its minimum length in binary is
prescribed; currently 2048-bit length is recommended).

Now we do some modular arithmetic.



3(a). Diffie-Hellmann key exchange

Alice chooses a secret number a and computes

A ≡ ga (mod p).

This means she takes the remainder upon division of ga by p.
If, say, a = 6, then

A = 8 ≡ 56 (mod 23).

a = 6 is Alice’s private key.

Bob chooses a secret number b, and computes

B = gb (mod p).

This means he takes the remainder upon division of gb by p.
If, say, b = 15, then

B = 19 ≡ 515 (mod 23).

b = 15 is Bob’s private key.

(Computing A and B is not hard; there are methods for doing it fast.)



3(a). Diffie-Hellmann key exchange

Alice sends A = 8 to Bob and Bob sends B = 19 to Alice.
Everyone can see these two numbers.

Alice takes B = 19 and computes

Ba (mod p) = 196(mod 23) ≡ 2

Bob takes A = 8 and computes

Ab (mod p) = 815(mod 23) ≡ 2

2 is their secret key!

The reason this works is that

Ba (mod p) = (gb)a (mod p) = (ga)b (mod p) = Ab (mod p)



3(a). Diffie-Hellmann key exchange

For an interceptor (Eve) to figure out the secret key, she would
have to figure out what a or b are, and that is the same as figuring
out what integer x solves one of the equations

A ≡ g x (mod p) or B ≡ g x (mod p)

In ordinary algebra, solving

A = g x

is easy – just take logs:

lnA = x ln g =⇒ x =
lnA

ln g
.

But we can’t do this in our modular version of the problem since
this is not an integer.

The problem of solving the equation A ≡ g x (mod p) is called the
discrete log problem and seems to be very hard, i.e. there is no
known fast way of solving it.

This is what makes Diffie-Hellman secure!



3(a). Diffie-Hellmann key exchange

(from Wikipedia)



3(b). RSA cryptosystem

RSA (Rivest, Shamir, Adelman) was one of the first (1977) public key
encryption systems that allowed the encryption of an entire message.

Suppose Alice wants to receive a secret message from Bob. She will

Choose two large primes p and q (hundreds of digits long).

Compute N = pq and φ(N) = (p − 1)(q − 1).

Choose e such that gcd(e, φ(N)) = 1 (not hard).

Publish (e,N); this is the public encryption key.

Bob will take (e,N) and

Convert his message into a string of numbers and break it up into
plaintext blocks P of length < N.

Encrypt each P by
C ≡ Pe (mod N).

This is not hard to do. C is a ciphertext block.

Send all ciphertext blocks C to Alice.



3(b). RSA cryptosystem

To decrypt Bob’s message, Alice will

Compute the inverse d of e modulo φ(N), i.e. find integer d such
that

1 ≡ ed (mod φ(N)).

This can be done since gcd(e, φ(N)) = 1 (and can be done quickly
using the Euclidean Algorithm). The number d is Alice’s private
key, and is called the decryption exponent. Thus

1 ≡ de (mod φ(N)) ⇔ φ(N) | ed − 1

⇔ ed = kφ(N) + 1, some integer k.

Given a ciphertext block C , compute

C d(mod N) ≡ P

How did this happen?

C d = (Pe)d = Ped = Pkφ(N)+1 = (Pφ(N))kP ≡ 1kP (mod N) = P.

The congruence in the above is by Euler’s Theorem (from mid-18th
century!). So Alice recovers the plaintext block P. She does this for
all the blocks and recovers the entire message.



3(b). RSA cryptosystem

Eve wants to read Bob’s message. She knows (e,N) and can
intercept C . She knows C was computed by

C ≡ Pe (mod N)

and is trying to recover P. She needs to compute “ e
√
C” (mod N).

This seems to be very hard without p or q (or, equivalenty, φ(N)).

She might try the brute force attack, namely try to factor N = pq
by checking whether various primes divide N. Suppose N is 100
digits long. Then

N ≈ 10100

and Eve needs to check whether any of the primes from 2 to√
10100 = 1050 are factors of N. By Prime Number Theorem,

there are about
1050

ln(1050)
≈ 1048

primes in that range.



3(b). RSA cryptosystem

So Eve expects that she might need to perform up to 1048

divisions of N by prime numbers.

But nobody even has the list of the first 1048 primes!!! It takes
about 14 bytes to store a 48-digit number, so to store such a list
would take about

14× 1048 bytes = 14× 1036 terabytes.

So it would take 14× 1036 computers with 1TB drives to just store
all those primes!

There are better ways to try to crack RSA, but none of them are
fast. This is what makes RSA secure!



3(c). Some comments on public key cryptography

Some more sophisticated cryptosystems are

Elliptic curve cryptosystems – use the fact that the solutions to the
equation y2 = x3 + ax + b form a group and that solving the elliptic
curve discrete log problem is hard.

Lattice-based cryptosystems – use the fact that finding a shortest
vector in a lattice is hard.

Quantum cryptosystems – use the fact that observing a message
changes it, so Alice and Bob know when someone is watching.
(This is still not fully functional.)

The security of all the known cryptosystems relies on the existence of a
one-way function that is easy to compute (like modular exponentiation or
multiplication of primes) but whose inverse seems to be hard to compute.
So the security of the most important cryptosystems relies on the
practical irreversibility of some process.

Open problem: Is there a function whose inverse is provably difficult,

i.e. a function whose inverse cannot be easy?



4. Cryptography and current technology

Public key cryptosystems are used for

Encryption – protect data from intruders or share it with the
intended audience;

Authentication – determine whether someone or something is what
it claims to be;

Verification – determine whether the data was sent by a known
sender and that it was not modified in transit.

Some basic protocols that use public key cryptography are

Transport Layer Security (TLS) for encrypting data in transit
(“https://”);

GNU Privacy Guard (GPG) for encrypting and signing data;

Pretty Good Privacy (PGP) for encrypting texts, emails, and other
communications.

You should make sure websites that handle sensitive information use TLS

and use GPG/PGP for encryption of your personal data (software is free

for download).



4. Cryptography and current technology

If used properly, cryptography is a full-proof way to secure data. As a
response to the public’s concerns over privacy and increased use of tools
like GPG and PGP, cryptography is coming to the forefront of the
discussion. Companies and developers are taking various measures:

Apple’s iOS8 encrypts all the data on the iPhone (so not even Apple
can access it);

More developers are adding encryption measures to their products,
including TLS and GPG;

Email providers are adding easier encryption of emails, usually with
PGP (Chrome extension);

More apps and software are produced just for encrypting other data
on the computer or a smartphone.

It is thus becoming easier to protect our privacy and we should all take
advantage of this. Understanding how encryption works
(i.e. understanding the math behind it) gives you additional facility to
make informed decisions and even be a part of the discussion about
privacy.

However, there is something to keep in mind...



4. Cryptography and politics

Governments do not like cryptography!

Cryptography allows criminals to communicate securely, and law
enforcement agencies would like to be able to intercept and decrypt their
messages (intercepting is easy). Most countries have a spy agency that
does this.

U.S. National Security Agency



5. Cryptography and politics

German Bundesnachrichtendienst



5. Cryptography and politics

Echelon Global Surveillance System
(United Kingdom, Australia, Canada, New Zaeland, U.S.)



5. Cryptography and politics

Bosnian Intelligence and Security Agency



5. Cryptography and politics

U.S. government has attempted to regulate cryptography and build
backdoors, i.e. put in insecurities into cryptosystems that would allow it,
but nobody else, to decrypt communications.

The most famous instances of this occurred during the First Crypto War
of the 1990s where the U.S. goverment tried to

Add the Clipper chip, which implemented encryption with a
backdoor, into mobile phones;

Weaken the Data Encryption Standard, the encryption system built
into all the computers at the time;

Prosecute the creator of PGP for publishing it on the internet.

All three attempts failed, and the first crypto wars were thought to be

over. However, Snowden’s revelations show that they might not be.



5. Cryptography and politics

The files released by Snowden show that there is still a secret war being
waged in the cryptography arena. They show that the NSA has

Since 2000 invested billions of dollars into preserving its ability to
eavesdrop (focusing on encryption in TLS and VPNs, and looking
for ways of looking into protected content of Google, Yahoo,
Facebook, Hotmail, and other companies);

Put in backdoors into elliptic curve-based random number generator
that weakens encryption systems used by millions of people;

Hacked (along with its British counterpart) into the internal
network of the world’s largest manufacturer of SIM cards, Gemalto,
and stole the encryption keys that protect the privacy of cell phone
communications across the world;

Been working with internet companies to build backdoors into their
products ($250-million Sigint Enabling Project);

Been lobbying for legislature that weakens encryption standards, etc.

But the NSA is not alone; government regulation of cryptography occurs
globally:



5. Cryptography and politics

Cryptography is treated as a dual-use technology, namely it has
commercial and military value (i.e. it can be thought of as a
weapon). With the Wassenaar Arrangement of 1994, over 40
countries now put limitations on import and export of
cryptography and products using cryptography. These limitations
are largery dictated by the U.S. government and the NSA.

For example, if you try to submit an app to Apple or Windows, you
see something like

The Bureau of Industry and Security in the United States
Department of Commerce regulates the export of technology that
uses certain types of encryption. All apps must go through the
encryption review. They are uploaded to a server in the United
States, which means that your product is exported from the United
States and is captured by U.S. export laws. This requirement
applies even if you plan to distribute apps only within your own
country. Failure to comply could result in severe penalties.



Summary

In conclusion, as a technology-savvy citizen of the world, you
should

Be aware of the global increase in concern over privacy;

Make sure the product you are using respects privacy and
handles private data carefully;

You should use (and understand) cryptography!



Thank you!


